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1. BBepeHue

Mporpamma ans 3BM «BekTop ropofa» npeAHa3HayeHa [NS LEHTPaASM30BaHHOMO MOHWTOPWHra FOpPOLCKON
MHPaACTPYKTYpPbl, 0TOOpaXKeHUss 06EKTOB Ha KapTe, MPOCMOTPa YBELOMJIEHWA, aHAIMTUYECKMX MNoKa3aTeNel, Kamep
BUAEOHaBN0AeHUS N faHHbIX OT KOHTPOJIIEPOB.

MporpamMmMHoe obecrneyvyeHne yCTaHaB/AMBAETCSH Ha CepBepe 3akasyuka W npepocTaBnsieT Beb-nHTepdenc ans
nonb3oBaTtenen 4yepes 6paysep. B cocTaBe pelweHna MCNonb3yloTca Beb-npunoxenume, 6a3a paHHbIX PostgreSQL,
pesepc-npokcn Nginx, cepsep noTokoBoro sugeo WebRTC/RTSP 1 cepBUC YTEHMA MNOKa3aHUA LaTHYNKOB.

2. TpeboBaHuMA K annapaTHOMY U CUCTEMHOMY NPOrpaMMHOMY obecneyeHuio

MuHUMasbHbIe TpeboBaHWA K cepeepy A5 0630pHOro pa3BepThiBaHUS:

KoMnoHeHT MuHuManbHoe 3Ha4YyeHue

Mpoueccop 4 anpa

OnepaTnBHas NamMaTb 8r6

Anck SSD oT 128T6

CeTb 100 M6uT/C 1 BblWe

oC Debian 11/12 wnun Ubuntu Server 22.04/24.04

PekomeHLyeMble KOMMNOHEHTbI:

- PostgreSQL 15 nnu Bbile;

- Node.js 22 LTS n npm;

- Docker n Docker Compose plugin;

- Nginx;

- Python 3.10 nnu Bbiwwe;

- systemd pns ynpaBneHus cepemcamu.

Monb3oBaTenbckoe paboyee MeCTO AO0JKHO MMETb COBPEMEHHbIN Bpay3ep: Yandex Browser, Chromium, Google
Chrome, Microsoft Edge nnn Firefox.
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3. CocTaB nporpaMMHoro obecnevyeHus

B cocTaB yCTaHOBKMW BXOAAT CaefyloLine 4acTu:

1. Beb-npunoxxeHne «Bektop ropona» Ha Next.js - 0CHOBHOW MHTEpENC CMCTEMBI.

2. PostgreSQL - xpaHeHwue nonb3oBaTenein, 06 bEKTOB, COBLITUIA, N3MEPEHNIA N TPEBOT.

3. Nginx - npmem HTTP/HTTPS-3anpocoB 1 MPOKCUPOBAHME K MPUIIOXKEHMIO.

4. WebRTC/RTSP-cepsep - npuem RTSP-NOTOKOB Kamep 1 BblAaya BUAEO B BeB-uHTepdenc.
5. CepBUC 4YTeHWA BaTHMKOB - ONPOC KOHTPOJIIepa M 3anucb NokasaHui B PostgreSQL.

Ons 6a30BOro pa3BepTbiBaHWA BCE KOMMOHEHTbI MOrYT ObITb YCTaHOBAEHbI Ha OL4WH cepBep. Mpy pocTe Harpysku
nonyckaeTcs nepeHoc PostgreSQL, WebRTC-cepBepa nnn CepBUCOB MHTErpauun Ha OTAEbHbIE Y3/bl.

4. Pa3BepTbiBaHMe nNporpaMMHoro obecneyeHus Ha cepeepe 3akKa34uuka

MpuMep HUXe MpUBeLeH AN YCTAaHOBKM Ha OOHOM CepBepe OT MMEHW M0Jib30BaTeNs C aAMUHUCTPATUBHLIMU
npaBamMu. 3Ha4YeHNs B Yr0BbIX CKOBKax He06XOAMMO 3aMeHUTb Ha NapaMeTpbl KOHKPETHOW YCTaHOBKMU.

4.1. NoaroToBka cepBepa
YcTaHoBMTe 6a30Bble MaKeThI:

apt-get update
apt-get install -y curl ca-certificates git nginx postgresql postgresql-contrib python3 python3-venv docker.io
docker-compose-plugin

Co3panTe KaTanor yCTaHOBKMU:

mkdir -p /opt/vector-city

4.2, Hactponka PostgreSQL
Co3pawnTe paboyyto 6a3y AaHHbIX U NONb30BATENS:

sudo -u postgres psql

CREATE DATABASE vector city;

CREATE USER vector_city user WITH PASSWORD '<DB_PASSWORD>';
GRANT ALL PRIVILEGES ON DATABASE vector city TO vector city user;
\q

MunHWManbHO ANS NpremMa NokasaHui LaT4YMKoB B 6a3e AoSHKHbI 6bITb NOArOTOBAEHbI TabNNLbI M3MEPEHWIA N TPEBOT:

CREATE TABLE IF NOT EXISTS measurements (
id BIGSERIAL PRIMARY KEY,
created_at TIMESTAMPTZ NOT NULL DEFAULT now(),
element INTEGER NOT NULL,
address INTEGER NOT NULL,
category TEXT NOT NULL,
value DOUBLE PRECISION,
alarm TEXT
);

CREATE TABLE IF NOT EXISTS controller alerts (
id BIGSERIAL PRIMARY KEY,
created at TIMESTAMPTZ NOT NULL DEFAULT now(),
module name TEXT NOT NULL,
element INTEGER NOT NULL,
address INTEGER NOT NULL,
category TEXT NOT NULL,
value DOUBLE PRECISION,
alarm TEXT,
prev_alarm TEXT,
message TEXT
)5

4.3. YcTaHoBKa Beb-npunoxeHus «Bektop ropoga»
PacnakyinTe uam CKAOHUPYNTE LUCTPUOYTUB NPUIOXKEHNS B KaTaslor:
cd /opt/vector-city
git clone <REPOSITORY URL> app

cd /opt/vector-city/app
npm ci

Co3panTte hall OKpY>XeHus:

vi /opt/vector-city/app/.env
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lMpuMep 0CHOBHLIX NapaMeTpoB:

NODE_ENV=production

PORT=3000

HOSTNAME=127.0.0.1
DATABASE_URL=postgresql://vector city user:<DB_PASSWORD>@127.0.0.1:5432/vector_city
NEXT_PUBLIC_APP_NAME=BekTop ropopa

CobepuTe npuioxeHue:
npm run build
Co3panTe systemd-cepsuc:

[Unit]
Description=Vector City web application
After=network.target postgresql.service

[Service]

Type=simple

WorkingDirectory=/opt/vector-city/app
EnvironmentFile=/opt/vector-city/app/.env

ExecStart=/usr/bin/npm run start -- --hostname 127.0.0.1 --port 3000
Restart=always

RestartSec=5

[Install]
WantedBy=multi-user.target

CoxpanuTe tann Kak /etc/systemd/system/vector-city.service u Bko4MTE CEPBUC:

systemctl daemon-reload
systemctl enable vector-city
systemctl start vector-city

4.4. Hactpouka Nginx
Co3panTe KoHUrypauuto /etc/nginx/sites-available/vector-city.conf:

server {
listen 80;
server_name <SERVER DOMAIN>;

location = /healthz {
add _header Content-Type text/plain;
return 200 "ok\n";

}

location / {
proxy http version 1.1;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;
proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;
proxy_pass http://127.0.0.1:3000;

}

}

AKTUBMPYNTE KOHUIYpaLINIO:

1n -sfn /etc/nginx/sites-available/vector-city.conf /etc/nginx/sites-enabled/vector-city.conf
nginx -t
systemctl restart nginx

4.5. YctaHoBka WebRTC/RTSP-cepBepa
Pacnakynte apxms ¢ WebRTC-cepsepom:

mkdir -p /opt/vector-city/webrtc
unzip rtsp-webrtc-master.zip -d /opt/vector-city/webrtc
cd /opt/vector-city/webrtc/rtsp-webrtc-master

B dharine mediamtx.yml ykakute ny6amyHein IP-agpec nam noMeHHoe ums cepeepa:

webrtc: yes
webrtcAddress: :8889
webrtcEncryption: no
webrtcAllowOrigins: ['*']
webrtcAdditionalHosts:

- <SERVER PUBLIC IP OR DOMAIN>

paths:

caml:
source: <RTSP_URL>
sourceOnDemand: no
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3anycTuTe KOHTENHep:

docker compose up -d --build
docker compose ps

Ona paboTbl BMAEONOTOKOB A0JKHbI ObITb AOCTYMHbI Heobxoaumble nopTel: 8554, 8888, 8889, 8890, 9997 un
8189/udp.

4.6. YcTaHOBKa cepBUcCa YTEeHUA JaTYUKOB
Co3panTe KaTafnor cepeuca:

mkdir -p /opt/vector-city/sensor-reader

cd /opt/vector-city/sensor-reader

python3 -m venv .venv
.venv/bin/activate

pip install requests psycopg2-binary

CepBuC onpaluvMBaeT KOHTPo/siep no HTTP, mMofyYaeT W3MepeHWs, COXPaHSeT HOBble 3HadYeHUs B Tabnuuy
measurements 1 Npu U3MEHeHUM CTaTyca TPeBoru nuweT cobbiTue B controller_alerts.

Co3pawnTe ann okpyxeHus /opt/vector-city/sensor-reader/.env:

DEVICE BASE URL=http://<DEVICE_IP>

DEVICE USER=<DEVICE USER>

DEVICE PASSWORD=<DEVICE PASSWORD>

POLL_SEC=10

DATABASE_URL=postgresql://vector_city user:<DB_PASSWORD>@127.0.0.1:5432/vector_city

Co3spanTe systemd-cepsuc /etc/systemd/system/vector-city-sensor-reader.service:

[Unit]
Description=Vector City sensor reader
After=network.target postgresql.service

[Service]

Type=simple

WorkingDirectory=/opt/vector-city/sensor-reader

EnvironmentFile=/opt/vector-city/sensor-reader/.env
ExecStart=/opt/vector-city/sensor-reader/.venv/bin/python /opt/vector-city/sensor-reader/sensor reader.py

Restart=always
RestartSec=10

[Install]
WantedBy=multi-user.target

BknoynTe cepsuc:

systemctl daemon-reload
systemctl enable vector-city-sensor-reader
systemctl start vector-city-sensor-reader
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5. MpoBepka 3anycka

ocsie yCTaHOBKMW NpoOBepbTE COCTOSAHNE CEPBICOB:

systemctl status postgresql

systemctl status nginx

systemctl status vector-city

systemctl status vector-city-sensor-reader

docker compose -f /opt/vector-city/webrtc/rtsp-webrtc-master/docker-compose.yml ps

MpoBepbTe AOCTYMNHOCTL BEG-MPUNOKEHUS:

curl -I http://<SERVER DOMAIN>/healthz
curl -I http://<SERVER DOMAIN>/

MpoBepbTe NOCTYMNJIEHWNE U3MEPEHWIA:

sudo -u postgres psql -d vector city -c "SELECT created at, element, address, category, value, alarm FROM
measurements ORDER BY created at DESC LIMIT 10;"

MpoBepbTe XypHa cepBuca faTYNKOB:
journalctl -u vector-city-sensor-reader -n 50 --no-pager

Mocne ycnewHon NpoBEPKM NoAb30BaTeNN MOTYT HayaTb pa60Ty C CUCTEMON Yepes 6pay3ep rno agpecy:
http://<SERVER DOMAIN>
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